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Sky Advanced Threat Prevention Profile Overview
Sky ATP profiles let you define which files to send to the cloud for inspection. You can create Sky ATP profiles only
with the cloud graphical interface; you cannot create the profile using CLI commands. You can, however, use CLI
commands to view the profile on the SRX Series device to make sure it matches the one in the cloud.
Instead of having to list every single type of file you want to scan, Sky ATP lets you pick file categories to send to the
cloud. See Table 1.
Table I: File Category Contents
Category Description Included Flle Types
Active Flash and Silverlight applications .swf, .xap, .xbap
media
Archive Archive files .zip, .rar, .tar, .gzip
Code Source code .C, .CC,.CPP, .CXX, .h, .htt, .java
Config Configuration files .inf, .ini, .lnk, .reg, .plist
Document All document types except PDFs .chm, .doc, .docx, .dotx, .hta, .hntml, .pot, .ppa, .pps, .ppt,
.pptsm, .pptx, .ps, .rtf, .rtf, .txt, .xlsx, .xml, .xsl, .xslt
Emerging A special category that includes
threat known threat source file types
Executable Executable binaries .bin, .com, .dat, .exe, .msi, .msm, .mst
Java Java applications, archives and .class, .ear, .jar, .war
libraries
Library Dynamic and static libraries and .8, .dll, .kext, .ko, .0, .s0, ocx
kernel modules
Mobile Mobile applications for iOS and .apk, .ipa
Android
OS package OS specific update applications .deb, .dmg
Script Scripting files .Jbat, .js, .pl, .psl, .py, .sct.sh, .tcl, .vbs, plsm, pyc, pyo
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