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Dynamic Analysis: Sandboxing

Inside a custom Sandbox environment

¢ Spool up a live desktop
¢ Hookinto the OSto record everything
¢ Upload and execute the suspectfile
¢ Apply Sky’s Deception and Provocation Techniques

* The full run takes approximately 7 minutes
¢ Downloadthe activity recording for analysis
¢ Tear downthelive desktop

 
¢ Generate a verdict with Machine Learning = o vmwareey ay

At release: Windows7 ie» J
Future: Windows8, 10, Android, Linux, other. CONE PTGONS

= Windows8
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