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DECLARATION OF AVIEL D. RUBIN

I, Aviel D. Rubin, declare as follows:

L INTRODUCTION

1. I have been retained as an independent expert in this lawsuit by the law firm ofIrell &

Manella LLP on behalf of Juniper Networks, Inc. (“Juniper”). I submit this Declaration in support of

Juniper’s Opposition to Finjan, Inc.’s (“Finjan”) Motion for Summary Judgment of Infringement of

Claim 10 of U.S. Patent No. 8,677,494 (“Motion”).

2. As discussed in further detail in this declaration, it is my opinion that Finjan has not

established that Juniper infringes claim 10 of U.S. Patent No. 8,677,494 (“the °494 Patent’).

Il. BACKGROUND AND QUALIFICATIONS

3. I am being paid at my customary rate of $775 per hour for time spent on this case. I am

also being rermbursed for reasonable and customary expenses. My compensation is not dependentin

any way onthe results of the lawsuit or the substance of my testimony.

4. I provided an overview of my background, qualifications and publications in my

Declaration in support of Juniper’s motion on the *°780 patent, which I incorporate by reference.

Additional details of my education and employmenthistory, professional service, patents, publications,

and other testimony are set forth in my current curriculum vitae, which can be found here:

http://avirubin.com/Avi Rubins home_page/Vita.html.

Il, MATERIALS CONSIDERED

5. I have considered information from various sources in forming my opinions. In

addition to drawing from over two decades of experience in the computer industry, I also have

reviewed the following documents: (a) the °494 Patent; (b) the prosecution file history (including IPRs)

for the ’494 Patent; (c) Finjan’s Infringement Contentions (Exhibits F-1 and F-2); (d) Finjan’s Motion

and supporting exhibits, including the Declaration of Dr. Eric Cole; (e) the deposition transcripts of the

Juniper engineers deposed in this matter, as well as Dr. Cole; and (f) the other documents and

references cited herein (not limited to the specific excerpt submitted with Juniper’s Opposition),

including Juniper’s source code producedin this matter. I have also reviewed the Declaration of

Chandra Nagarajan.
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IV. LEGAL STANDARDS

6. I have been advised that patent claims are reviewed from the point of view of a

hypothetical person of ordinary skill in the art (“POSITA”)at the time ofthe filing of the patent. In

my opinion, a POSITAfor the ’494 patent would be a person with a Bachelor’s degree in computer

science or related academic fields and three to four years of additional experiencein the field of

computer security or equivalent work experience. More education can substitute for work experience,

and vice versa (e.g., a PhD without work experience outside of the university setting). In arriving at

my opinionsin this declaration, I have considered the issues from the perspective of a hypothetical

POSITA.This level of skill is approximate and my opinion would not change if a somewhat lower or

higher level of skill were adopted. My understanding ofthe other applicable legal standardsis

included in my declaration on the ’780 patent motion, whichI incorporate by reference.

V. STATE OF THE ART

7. In the field of computer security, there are many different ways that a program can

determine whethera file is malware. One exampleis an anti-virus scanner which comparesthe hash of

a file to the hashes contained in a virus database to determine whetherthe file is one of the viruses in

the database. Such anti-virus scanners have been aroundsinceat least the mid-1980s.

8. Another example of malware detection is “static” analysis, where the features and

characteristics of a file are analyzed without actually executing the code and checking, for example, for

specific byte sequencesor other patterns in the code, or using heuristic analysis that identifies features

such as ifthe file has an invalid digital signature, has a high entropy, or has no publisher information.

Static analyzers have also existed since at least the mid-1980s.

9. Another example of malware detection is “dynamic”analysis or “emulation,” which

meansthat the file is actually executed or “detonated” in a safe, simulated environment known as a

“sandbox” that determines whatthe file actually does whenit is executed. Dynamic analysis has

existed since at least the early 1990s.

10._—_By the early 1990s, there was already a mature anti-malware community that had

developed numerouswaysto try to protect against malware, including each ofthe strategies described

above. As of that time, one way to implement a system that did anti-virus or static analysis detection
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